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ABSTRACT 

...102 authenticates a cipher key. A decoding support program authentication part 104 
acquires the authentication range designation (pre, post) from the cipher key, calculates 
a message summary number using a unidirectional hash function about an area 
covering Pr-pre through Pr+post, and compares the calculation result with the message 
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messages and supports multiple message block sizes provided for programmable 
hash algorithm modes Basic Derwent Week: 201156... 
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Mass mail detection system for e-mail server, determines similarity of hash value 
of received e-mail with prestored reference, and judges received e-mail as mass 
mail if similar mails of preset number are detected Alerting Abstract ...unit (52) 
extracts a partial string from the text of one of e-mails collected by an e-mail collection 
unit (51), and calculates several hash values. A mass mail detection unit (53) 
determines the similarity of hash value of received e-mail with prestored reference, and 
determines the e-mail as mass mail if... Basic Derwent Week: 200555 
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Alerting Abstract ...based on data available on mail. Verifies authenticity and data 
integrity of data contained in indexed images on mail. Acquires address block data 
efficiently during mail sorting process. Avoids hashing of recoverable portion of 
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Approximate message authentication code generation method for e.g. data 
transmission, involves arranging data of message into table having columns and 
rows, and masking permuted arranged data to determine majority bit value of 
each column 
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Abstracts:may be used to determine whether the number of bit differences between 
the messages is likely to be within an acceptable amount. The AMAC is a probabilistic 
checksum based on a shared key. The AMAC uses the message and a shared key as 
inputs. Optionally, an initial value may also be used as an input. In one version of the 
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Spam message filtering method involves determining whether incoming message 
is spam based on comparison of uniform resource locator from incoming 
message with uniform resource locator characterizing spam 
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comprising: detecting, in an incoming message, data indicative of a uniform resource 
locator (URL); creating hash data for the URL from the incoming message; comparing 
the hash data for the URL from the incoming message with a plurality of URL filtering 
rules created using URLs extracted from messages identified as spam; and determining 
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Method of controlling electronic mail message transmission over network, 
involves filtering electronic mail addresses of unsolicited user, from received 
hashed e-mail addresses, to prepare e-mail address list for delivering specific e- 
mail 
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mail addresses are converted by a hashing function into hash codes. An e-mail mass 
mailer that can have millions of addresses hash codes all addresses to which a 

message might be sent to form a first list. An entity E-mail addresses are converted 

by a hashing function into hash codes. An e-mail mass mailer that can have millions 
of addresses hash codes all addresses to which a message might be sent to form a first 

list. An entity E-mail addresses are converted by a hashing function into hash 

codes. An e-mail mass mailer that can have millions of addresses hash codes all 
addresses to which a message might be sent to form a first list. An entity... Basic 
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Message processing method for data communication system, involves selecting 
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Alerting Abstract ... of forgery protection for small tag sizes and small key sizes. The 
data item is determined to be the hash value of the one-way hash value, thereby 
reducing message size and allowing reduction of size of the key and the tag value 
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Message digest based data synchronization method in computer network e.g. 
internet, involves generating message digests using cryptographic hash, and 
synchronizing client contents and repository contents 
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Digital certificate designing method for purchasing digital products through 
internet, involves defining protected area between border characters and stored 
in encrypted digital signature outside protected area 
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Generating Internet TCP/IP checksum - fetching register contents for use as first 
operand, calculating address where message packet is stored, fetching larger 
number of binary digits of packet as second operand, adding operands to form 
checksum, and repeating 
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Original Publication Data by AuthorityArgentinaPublication No. ...Claims:where a 
selected one of the packets of message data resides in the memory:(c) fetching the size 
of said selected one of the packets of message data; and(d) executing said checksum 
generation macroinstruction to generate the Internet Protocol Suite checksum for said 
selected one of the packets of message data, including the steps of:(d1) fetching from 

a operand ;(d5) repeating steps (d3) through (d4) for each said second 

predetermined number of binary digits included within said selected one of the packets 
of message data to be checksummed as determined by said size of said selected one 
of the packets of message data: and(d6) storing said checksum into said selected 
register.Basic Derwent Week: 199806 
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DIALOG(R)File 350: Derwent WPIX 

(c) 2012 Thomson Reuters. All rights reserved. 

0008243709 Drawing available 
WPI Acc no: 1997-350537/199732 
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Reliable remote operational control method - monitoring and recording progress 
of each call and determining audio quality obtained during each call from both 
mobile and fixed station perspectives, before forming set of indicators which 
represent quality of service 

Patent Assignee: SAFCO TECHNOLOGIES INC (SAFC-N) 


Patent Family ( 1 patents, 1 countries ) 

Patent Number jKind 

Date ^Application Number 

Kind 

Date 

Update Type 

US 5644623 i A 
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Original Publication Data by AuthorityArgentinaPublication No. ...Claims:equal to the 
calculated checksum, or sending a negative acknowledgment from the first 
measurement station to the second control station if the checksum is not equal to the 
calculated checksum, andresending the command message if the second control 
station receives a negative acknowledgment from the first measurement station or 
accepting as reliable by the second control station the transmission... Basic Derwent 
Week: 199732 
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DIALOG(R)File 350: Derwent WPIX 

(c) 2012 Thomson Reuters. All rights reserved. 

0007279514 

WPI Acc no: 1995-338165/199544 
XRPX Acc No: N1 995-253651 

Vehicle or local area network for use in control system - has microcontrollers 
with memory containing table of message identifiers for determination of 
message applicability to them 

Patent Assignee: CHRYSLER CORP (CHRY); DAIMLERCHRYSLER CORP (DAIM); 
LUITJE WV(LUIT-I) 
Inventor: LUITJE W V 

Patent Family ( 10 patents, 9 countries ) 
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Original Publication Data by AuthorityArgentinaPublication No. ...CIaims:network 

transmitting messages to all said at least two controllers; and 
means at each microcontroller for applying a hash function to the identifier of each 
message received over the local area network in order to generate a table index which 
directs the microcontroller to a particular entry in the table stored in the memory means, 

comparing being interconnected as a local area network (25) transmitting 

messages between said processing units, characterized in that 
each of said processing units is a microcontroller (10) configured for applying a hash 
function to said message identifier of each said messages received over said local area 
network (25) in order to generate a table index for directing the respective each of said 
microcontrollers (10) to a particular said entry in a table stored in said memory (5) and 

comparing the particular said entry connecting said at least two microcontrollers, 

said local area network transmitting messages to all said at least two controllers; 
andmeans at each microcontroller for applying a hash function to the identifier of each 
message received over the local area network in order to generate a table index which 
directs the microcontroller to a particular entry in the table stored in the memory means, 
comparing the message identifier at the particular entry to the message identifier of the 
message received, and causing the microcontroller to respond to the message if the 
identifiers match. Basic Derwent Week: 199544 
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Digital signature scheme for protecting data - using tree based hashing 
procedure to obtain very short public key and giving fast signing, reasonable 
signature length and high security 
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Original Publication Data by AuthorityArgentinaPublication No. ...Original 

Abstracts:The present invention describes new digital signature schemes that are 
provably secure against any adaptive chosen-message attack. The scheme, which is 
based on selection of a hash function from a space of such functions, has a very short 
public key, fast signing, a reasonable signature length and high security. Several 
algorithmic techniques are provided for enhancing... Basic Derwent Week: 199519 
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Specification: ...bit of each sample when computing the hash function, if the stega- 
cipher was implemented using a least significant bit encode mode. 
Based on the size of the non-hash message, one knows the hash-inclusive 
messagerequires 32 more bytes of space. One can now calculate the size of a signed 
encrypted copy of this message by signing and encrypting... 
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Claims: ...filters. 

50. The method of claim 47, deploying at least a portion of the plurality of spam filters 
depends on at least one of a hash of message contents and a size of the message. 

51 . The method of claim 47, further comprising selecting at least a portion of the 
plurality of spam filters for deployment randomly... 
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Specification: ...Artcam can be carefully managed with all units being turned off when 
not in use. 

The most significant current drains are the ACP 31 , the area image sensors 2,4, the 
printer 44 various motors, the flash unit 56, and the optional color display 5 dealing with 
each part separately: 
1... 
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NUCLEOTIDE SEQUENCE INFORMATION, AND METHOD AND DEVICE FOR 
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Specification: ...that such large two text data are equal by comparing each pair of 
characters one by one. In this embodiment, the first researcher computes the size and 
the message digest by the hash function of his text data, and then sends them to the 
second researcher by email and the like. Accordingly, the second researcher computes 
the size and the message digest by the hash function of his text data, and then 
compares his data with the data sent by the first researcher. The second researcher can 
thus easily check... 
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Specification: ...difficult to intentionally create the original data string which generates 
a message hash value. 

Known message hash calculation methods are MD4 and SHA-1 . The size of the 

message hash is, for example, 160 bits in the case of SHA-1 . 

In the above case, when an electronic signature is generated for an application, first... 
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Process of communication between an applet and a local agent using a socket 
communication channel 
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Specification: ...with the other. To choose encrypting with the public or private key 
depends on the security services you want to ensure: integrity, authentication, 
confidentiality etc.... Hash functions transform a message of any size into a message 
of fixed size with the following properties: * Two messages that are very close will have 
a significantly different result * It is very... 
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Specification: ...conversion, hashing and ciphering; - information hashing is a certain 
method of forming a so-called hash-code of a fixed size (typically 128 bits) for 
messages of any size; hashing methods are widely used that are based on iterative 
hash functions using block mechanisms of information cryptographic conversion (see 
Lai X., Massey J.L Hash... 

Specification: ...conversion, hashing and ciphering; information hashing is a certain 
method of forming a so-called hash-code of a fixed size (typically 128 bits) for 
messages of any size; hashing methods are widely used that are based on iterative 
hash functions using block mechanisms of information cryptographic conversion (see 
Lai X., Massey J.L Hash... 


7/3K/11 (Item 11 from file: 348) 
01021037 

Method for the cryptographic conversion of L-bit input blocks of digital data info 
into L-bit output blocks 
Patent Assignee: 

• Moldovyan, Alexandr Andreevich (2642190) 

ul. Alexandrovskaya, 88/2-62; Vsevolozhsk, 188710 (RU) 
(Proprietor designated states: all) 
. Moldovyan, Nikolay Andreevich (2642210) 

ul. Alexandrovskaya, 88/2-58; Vsevolozhsk, 188710 (RU) 
(Proprietor designated states: all) 

• Otkytoe Aksionernoe Obschestvo " Moskovskaya Gorodskaya Telefonaya 
Set" GSP (2715940) 

Degtyarny pereulok, 6, stroeni 2; Moscow, 103804 (RU) 
(Proprietor designated states: all) 
Inventor: 

• Moldovyan, Alexandr Andreevich 

ul. Alexandrovskaya, 88/2-62; Vsevolozhsk, 188710; (RU) 

• Moldovyan, Nikolay Andreevich 

ul. Alexandrovskaya, 88/2-58; Vsevolozhsk, 188710; (RU) 


• Otkytoe Aksionernoe Obschestvo " Moskovskaya Gorodskaya Telefonaya 
Set" GSP 

Degtyarny pereulok, 6, stroeni 2; Moscow, 103804; (RU) 
Legal Representative: 

• Wardley, Diana Mary et al (77411) 

Forrester & Boehmert, Pettenkoferstrasse 20-22; 80336 Munchen; (DE) 


| Patent 
| Patent 


Country Number 

EP 1 043863 

Iep 


Kind! Date 


iA1 120001011 


(Basic) 


1043863 !B1 120070530 


iWO 


11 999000930! 


19990107 


Application EP 


197951348 


19971 128 


iWO 


I97RU394 


19971128 


Specification: ...information hashing is a certain method of generating the so-called 
hash code the size of which is typically fixed (usually 128 bits) for any size of 
messages; hashing methods are widely used based on iterative hash functions using 
block mechanisms of cryptographic information conversion (see Lai X., Massey J.L. 
Hash Functions Based... 

Specification: ...information hashing is a certain method of generating the so-called 
hash code the size of which is typically fixed (usually 128 bits) for any size of 
messages; hashing methods are widely used based on iterative hash functions using 
block mechanisms of cryptographic information conversion (see Lai X., Massey J.L. 
Hash Functions Based... 
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Specification: ...bit of each sample when computing the hash function, if the stega- 
cipher was implemented using a least significant bit encode mode. 
Based on the size of the non-hash message, one knows the hash-inclusive message 
requires 32 more bytes of space. One can now calculate the size of a signed encrypted 
copy of this message by signing and encrypting exactly... 
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Specification: ...may be specified in this command. The actual maximum number may 
be changed to suit particular needs, including considerations such as, for example, 


manageability of message size. The checksum (if included) and CR delimit the serial 
number list. If fewer than the maximum number of serial numbers are specified, only the 
normal transmission carriage... 
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Specification: ...format: 

1 . Packet header 

2. Destination address 

3. Source address 

4. Control flag 

A: Acknowledgement 
B: Text message 

C: incident detection/alarm message 
D: Status message 

5. Field check sum 

6. Data box size 

7. Data block 

The packet receiving protocol for each site controller is as follows: 


1 . Each complete message is re-transmitted along the line. 
2... 


7/3K/15 (Item 15 from file: 348) 
00382670 

COMMUNICATIONS NETWORK STATE AND TOPOLOGY MONITOR 
Patent Assignee: 

. NETWORK EQUIPMENT TECHNOLOGIES,INC. (1 1 1 3290) 

800 Saginaw Drive; Redwood City, CA 94063 (US) 

(applicant designated states: AT;BE;CH;DE;FR;GB;IT;LI;LU;NL;SE) 
Inventor: 

. ROBINS, Paul, Andrew 

1 16 Clipper Street; San Francisco, CA 941 14; (US) 
. ALVIK, Paul, D. 

19986 Beekman Place; Cupertino, CA 95014; (US) 
. HELGESON, Christopher, Sean 

1670 Tulane Drive; Mountain View, CA 94040; (US) 
. GANNON, Michael, Richard 

1012 Windsor Drive; Menlo Park, CA 94025; (US) 
. BISHOP, William, Allen 

1 1 65 Phyllis Court; Mountain View, CA 94040; (US) 

• MUMAW, Sandra, Leigh 

21376 Sunnyside Ln; Los Gatos CA 95030-8613; (US) 

• FORKISH, Karen, Lee 

1617 Union Avenue; Redwood City, CA 94061 ; (US) 
. TAN, Seck-Eng 

302 Easy Street 48; Mountain View, CA 94043; (US) 
. RADZYKEWYCZ, Tim, Omelan 

7450 Shady Hollow Drive; Newark, CA 94560; (US) 
. DUPONT, Ronald 

234, rue Principale; L-5366 Munsbach; (LU) 
Legal Representative: 

• Crawford, Andrew Birkby et al (29761) 

A.A. THORNTON & CO. Northumberland House 303-306 High Holborn; London 
WC1V7LE; (GB) 



Countryl Number IKind 

Date 

Patent 

EP I398987 A1 

M 99011 28 i(Basic) 

Patent 

EP 

398937 A1 19921021 

Patent 

EP 

398987 IB1 |1 9970502 


WO 

8907377 i 19890810 

Application 

EP 

89902679; 19890127 


WO 

89US352 j 119890127 

Priorities 

US 

150354 

19880129 


Specification: ...message by returning the blocknumbers and checksums it received. 
The data is held in the pending area. The APE gets the 'ack' and uses the checksums 
in the ack message to update its checksum area. This ensures that its idea of the 
known checksums and that known to the DBA are the same. Receiving the 'ack frees 
the APE to... 
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English Abstract: 

E-mail addresses are converted by a hashing function into hash codes. An e-mail 

mass mailer that can have millions of addresses hash codes all addresses to which a 

message might be sent to form a first list. An entity... 

Detailed Description: 

...sent to the e-mail list manager. 

Using the same hash code algorithm that was provided to the commercial advertiser's 
computer 202, the e- mail mass mailer hash codes all of the addresses in the list(s) to 


which a 1 5 commercial message might be sent. As shown in Fig. 2, the list of hash 
codes from the email mass mailer is sent to the e-mail list manager and identified as 

"LIST-I." Inasmuch as the commercial advertiser's computer 202 and the e Step 306 

shows the e-mail list manager's 210 receipt of LIST-2 from the merchant's computer 
202. In step 308, the e-mail mass mailer (212) hash codes its list of e-mail addresses 
and uploads the resultant list of hash codes, which is denominated as LIST-1 , to the e- 
mail... 
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Detailed Description: 

...be classified as spain. If processing logic detennines that the URL rules species an 
inclusion URL, it further detennines whether a hash of any other URL from the 
message matches a hash of the inclusion LTRL (processing block 518). If not, process 


500 ends. If so, processing logic reports a match (processing block 524). 

[0071 1 If processing URL, process 500 ends. If processing logic determines that the 

URL rule specifies an exclusion URL, it further determines whether a hash of any other 
URL from the message matches a hash of the exclusion URL (processing block 522). 
If so, process 500 ends. If not, processing logic reports a match (processing block 524). 

[00731 It should be noted that although... 
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Detailed Description: 

...integrity checking means is similar, but superior to the common Checksum means of 
detection, since Salt is not based on a known relationship to the size of the message. 


When using a Checksum, the integrity of what is received may be spoofed by the 
repacking of a message including a recalculation and substitution of the Checksum after 
altering... 
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Claims: 

...the message and a separate value for the attachment. 

8 The system of claim 1 , wherein the message tracker is further configured 
to:detennine a size associated with the message;determine a hash associated with the 
message; andif the size exceeds a pre-determined size, and the hash is substantially 
the same as a stored hash associated with the message, to identify the message as... 
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Detailed Description: 

...message with the digest rather than encrypting the message often improves the 
efficiency of the process because the message digest is usually much smaller in size 
than the message. The same hash algorithm may be used by the verifier of a digital 
signature as is used by the creator of the digital signature. Any - 12 change to... 
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Claims: 

...of the mutual verification further comprising 

M Generating (I 003) in the STB a first random message, N Transmitting the first random 
message to the mass storage device, 21 message, Hashing and signing (1004) the 
second message using a second private key (1001) ofthe mass storage device, M 

Transmitting the hashed and signed second message containing the intermediate 

second randommessage,E Hashing and signing (I 104) the third message using a first 
private key of the STB, Transmitting the hashed and signed third message to the mass 
storage device, M Processing (I 105) in the mass storage device the hashed and 
signed third message using a first public key (I 106) corresponding to the first private 
key and obtaining asupposed second random message (I 107),N Comparing (I... 
...number. 

6 A method for securing a system according to claim 4, the performing of the mutual 
verification further comprising22STB50 Transmitting the hashed and signed fourth 
message to the mass storage device, Processing (1203) in the mass storage device 
the hashed and signed fourth message using a first public key (1204) corresponding to 
the first private key and obtaining asupposed first identification (1205), Comparing 

(1207) the supposed first identification third message in the STB containing the 

intermediate secondrandom message and a first identification (1200) stored in the 
STB, Processing (I 105) in the mass storage device the hashed and signed third 
message using a first public key (I 106) corresponding to the first private key and 
obtaining asupposed first identification (1302),M Comparing (1303) the supposed... 
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Detailed Description: 

...1) the http address of the service pointed to, 2) the parameters, which were got and 
concatenated I 0 before, as such, and 3) the hashed message. For example, an URL 
of this example looks like this. 

http://local host/shoes. ...Preferably, the hash algorithm is MD5. 

7. After creating the second HASH, the application will compare the original MD5 1 5 
message included in the URL (first hash) with the new message just created (second 
hash). 

8. If the messages are identical (the first hash corresponds to the second hash), the 
URL is valid and the user authorized to use that WEB or WAP service... 
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Detailed Description: 

...configured into 16 programmable-sized groups. Each of the 16 groups must be a 
contiguous set of cache lines. The CPU is responsible for determining how many cache 
lines to allocate to each group. 

Within each group cache lines are filled according to a simple Least Recently Used 
algorithm. In terms of... 
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Detailed Description: 

...requests. In order to reduce effective memory latency, the ACP 31 contains 128 
cache lines. Each cache line is 32 bytes wide. Thus the total amount of data cache 76 
is 4096 bytes (4KB). The 128 cache lines are configured into 16 programmable-sized 
groups. Each of the 16 groups must... 
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Detailed Description: 

...pixels from a column on the card to be read as pixels across 166 columns. 

Finally, the Artcard 9 should be read in a reasonable amount of time with respect to the 
human operator. The data on the Artcard covers most of the Artcard surface, so tin-ling 
concerns can be... 
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Detailed Description: 

...will depend on the bearer 

channel, Thus,, if the bearer channel has no fixed length 
limitation, for example,, an IP channel, or there is 
available space in an SMS message, the checksum will be 
two bytes, 
2, Backup 
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Claims: 

...fetching of the required data in less than three table lookups in most cases. 
The incoming messages from the incoming message queue may also behashed. 
However, because the message size is unpredictable, dynamic hashing techniques 
were used for the message cache. The instance database may also be hashed. Again, 
the instance database is dynamic because... 
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Detailed Description: 

...the other. To choose encrypting with the public or private key depends on the security 
services you want to ensure. 

23 

integrity, authentication, confidentiality etc.... Hash functions transform a message of 
any size into a message of fixed size with the following properties. 

Two messages that are very close will have a significantly different result It is very... 
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Detailed Description: 

...data, and lastly, the checksum byte. Between each of the message type and the 
message length, the message length and the message data and the message data and 


the checksum the last space bit left off at. Thus, similarly, a minimum of 120 bytes of 
sample data are needed for mark bits. 

The channel seizure signal of 1... 
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Detailed Description: 

...may be specified in this command. The actual maximum number may be changed to 
suit particular needs, including considerations such as, for example, manageability of 
message size. The checksum (if included) and CR delimit the serial number list. If 
fewer than the maximum number of serial numbers are specified, only the normal 
transmission carriage... 
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Detailed Description: 

...may be specified in this command. The actual maximum number may be changed to 
suit particular needs, including considerations such as, for example, manageability of 
message size. The checksum, (if included) and CR delimit the serial number list. If 
fewer than the maximum number of serial numbers are specified, only the normal 
transmission carriage... 
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Detailed Description: 

...may be specified in this command. The actual maximum number may be changed to 
suit particular needs, including considerations such as, for example, manageability of 
message size. The checksum, (if included) and CR delimit the serial number list. If 
fewer than the maximum number of serial numbers are specified, only the normal 
transmission carriage... 
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Detailed Description: 


...message by returning the blocknumbers and 
checksums it received. The data is held in the 
pending area. The APE gets the lack and uses the 
checksums in the ack message to update its checksum 
area, This ensures that its idea of the known 
checksums and that known to the DBA are the same. 

Receiving the lack frees the APE to... 
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Detailed Description: 

...the groove; 

(3) position of right edge of the groove; 

(4) height of left edge; 

(5) height of right edge; 

(6) depth of groove; 

(7) area of groove; 

(8) check sum; 

(9) end of message; and 

(10) sync signal 

The third means 41 computes the X and Y 
coordinates of a guidance point as a function of the 
center of... 
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Detailed Description: 

...X, Y coordinates of right edge of groove; 

(4) Z coordinate of left edge; 

(5) Z coordinate of right edge; 

(6) depth of groove; 

(7) area of groove; 

(8) check sum; 

(9) end of message; and 


(10) sync signal, 

From these data, the LSI-1 1 computer 38 

generates the necessary outputs to the axis servos 46 

Eor tracking purposes and... 


